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AHHOTALIUS

Hacrosimuii  JOKYMEHT CONEpKUT ONKMCAHHE IMPOILECCOB, OOECIEUYUBAIINUX MOIIACPKKY
KU3HEHHOTO IIUKJIa TPOrpaMMHOT0 obecriedeHust «CepBuC AT aBTOMAaTHYECKOTO TIepeBoAa JOKYMEHTOB
¢ ucnosb3oBanueM LLM-moneneit "YMAPTA . IlepeBoguuk"» (nanee — Cucrema).

B nokyMmeHTe paccMOTpeHbl MEXaHM3Mbl MOHUTOPHHIA, JIOTUPOBaHHs, OOpabOTKH OLIMOOK,
PE3epBHOr0 KOMHUPOBAHUS U BOCCTAHOBIICHHSI, OOHOBJICHUSI CUCTEMBI, a TaK)K€ METOJbl TUArHOCTUKU U
yCTpaHEHHUs] THUIOBBIX mpoOiieM. Ocoboe BHHMMaHHE YAEICHO CHCTEME MHrpanuil 0a3bl JaHHBIX,
aBTOMAaTHYECKOMY BOCCTAHOBJICHUIO 3aBHCHIMX 3aJaHUN U TPOLEAypaM MOAICPKKH IOIb30BATEICH.
BxittoueHbI MHCTPYKIUH 110 cOOPY METPHK, (POPMUPOBAHHUIO OTUETHOCTH U dCKANAIIMK UHIIUCHTOB.

JIOKyMEHT mnpeAHa3sHauyeH s TEXHUUYECKHUX clenuanucroB, DevOps-HHXKEHEPOB, CUCTEMHBIX
aIMUHUCTPATOPOB U PYKOBOJUTENIEH KOMaH COIIPOBOKICHUS.
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1 CUCTEMA JIOI'MPOBAHUA U MOHUTOPHUHI'A OIIMBOK

1.1 KOH®UTI'YPAIIUS JIOTUPOBAHUA

CucteMa UCTIONIb3yeT BCTpOeHHOE orupoBanue Python ¢ nenTpanuzoBanHoi KOHpUTYpaluei:

# backend/app/main.py
logging.basicConfig (
level=logging.INFO,

format="% (asctime)s - % (name)s - %$(levelname)s - % (message)s",

)
logger = logging.getLogger ( name )

# CrneumajibHasd HaACTPOMKAa IJiS MOOyJid email
logging.getLogger ("app.email") .setLevel (logging.DERUG)

1.2 MIDDLEWARE JIJIsI JOT'MPOBAHUS 3AITIPOCOB

class LoggingMiddleware (BaseHTTPMiddleware) :
"""Middleware s JIOTMPOBaHMsS s3amnpocor."""

async def dispatch(self, request: Request, call next):
logger.info (f"Request: {request.method} {request.url}")
try:
response = await call next (request)
logger.info (f"Response: {response.status code}")
return response
except Exception as e:
logger.error (f"Error: {str(e)}")
raise

1.3 IIEHTPAJIN30BAHHAS OBPABOTKA UCKJIIOUEHUI

Cuctema umeeT uepapxuro 0opaboTYNKOB UCKITIOUECHUH:

—  OOpaboTYMK MPOMOKOJIOB

@app.exception handler (PromoCodeException)
async def promo code exception handler (request: Request, exc:
PromoCodeException) :
logger.error (f"PromoCode error: {exc.detail}")
return JSONResponse (
status code=exc.status_ code,
content={"detail": exc.detail},
)

— O6pa6orunk HTTP ucknrouenuii

@app.exception handler (HTTPException)
async def http exception handler (request: Request, exc:
HTTPException) :
logger.error (f"HTTP error: {exc.detail}")
return JSONResponse (
status code=exc.status_ code,



content={"detail": exc.detail},

)

—  O0paboTuuk OOUTNX UCKITIOYCHHIA

@app.exception handler (Exception)

async def general exception handler (request: Request, exc: Exception):

logger.error (f"Unexpected error: {str(exc)}")
return JSONResponse (
status code=500,
content={"detail": "BuyTpeHHsas omubka ceprepa"},

1.4 CHEIUAJIM3UPOBAHHBIE UCKJIIOYEHUA LLM

# backend/app/llm/exceptions.py
class LLMError (Exception) :
"""E3asOBHM KJIACC IOJIS BCexX ommbok, CBS3aHHEIX C¢ LLM"""

class LLMConnectionError (LLMError) :
"""Ommbka HnomkJoueHmda k LLM API"""

class LLMAuthenticationError (LLMError) :
"""Omubra ayTreHTubmxauum B LLM API"""

class LLMRatelLimitError (LLMError) :
"""[pepHIEH JIMMMT 3alIpocoB k LLM API"""

class LLMResponsekError (LLMError) :
"""Oumbxa B oTBeTe OoT LLM API"™"

class LLMTimeoutError (LLMError) :
"""[IpeBHIIEHO BpPEeMS OXMIAHMA OoTeeTa oT LLM API"™"

1.5 OBPABOTKA OILIUBOK BA3bI JIAHHBIX

def get db() -> Generator[Session, None, None]:
db = SessionLocal ()
try:
yield db
except OperationalError as e:
logger.error (f"Ommbka NOAKJIIOUEeHMS K Oase maHHBX: {e}")
db.rollback ()
raise HTTPException (
status code=503,
detail="CepBUC BpPEeMEeHHO HeIOCTyIeH. [lonpodbymnre mno3xe."
)
except SQLAlchemyError as e:
logger.error (f"Ommbka 6asbl mDaHHBIX: {e}")
db.rollback ()

raise HTTPException(status code=500, detail="BHyTpeHHAsa ommOKa

cepBepa')
finally:






2  ABTOMATHYECKOE BOCCTAHOBJEHUE U MOHUTOPHUHT
3AJAHUNA

2.1 IIJIAHUPOBIIMK 3AJIAY

Cucrema ucnionbp3yetr APScheduler mns mepuonnyeckux 3amad:

# backend/app/main.py - B lifespan

scheduler.add job(
func=process_ recurring subscriptions,
trigger="cron",
hour=3, # BanyckaTb B 3 uyaca Houm rno UTC
minute=0,
id="process recurring subscriptions",
replace existing=True,

)

scheduler.add job(
func=cleanup expired temp files,
trigger="interval",
hours=6, # 3BanyckaTb KaxIiue 6 YaCOB
id="cleanup expired temp files",
replace existing=True,

)

scheduler.add job(
func=check and fix stuck jobs,
trigger="interval",
minutes=5, # 3BamyckaTb KaxIele 5 MUHYT
id="check stuck jobs",
replace existing=True,

2.2 BOCCTAHOBJIEHHUE 3ABUCIINX 3ATAHUI

async def check and fix stuck jobs():
"""TleprMOOIUUYECKM I[IPOBEPHAET UM MCIPAaBJSeT NPOOJIEMBEI C 3aOaHUSMU.
logger.info ("3anyck OPOBEPKM SBaCTPIBIIMX 3adaHuMr...")

mww

db = SessionlLocal ()

try:
current time = datetime.now (timezone.utc)
fixed count = 0

# 1. IlpoeepsgeM Gamyel B processing ¢ failed samanuamu
problematic = (
db.query (File, TranslationdJob)
.join (TranslationJob)
.filter(
File.status == FileStatus.processing,



TranslationJob.status == JobStatus.failed,
)
.all ()
)

for file, job in problematic:
logger.warning (f"Hammen tdamn {file.id} B processing c
failed z3amanHmem {job.id}")
file.status = FileStatus.error
file.error message = job.error message or "Translation
failed"
fixed count += 1

# 2. IlpoBepsgeM BacTpaBliMe 3amaHmsa (processing > 10 MuHYT)

stuck time = current time - timedelta (minutes=10)
stuck jobs = (
db.query (TranslationJob)
.filter(
TranslationJob.status == JobStatus.processing,

TranslationJob.started at < stuck time,

)
.all()

queue manager = QueueManager (db)
for job in stuck jobs:
if job.retry count < 3:
job.retry count += 1
job.status = JobStatus.pending
queue _manager.reset job(job.id)
logger.info (f"Job {job.id} reset to gqueue (attempt
{Job.retry count})")
fixed count += 1
else:
job.status = JobStatus.failed
job.error message = f"Job stuck after
{Job.retry count} retries"
if job.file:
job.file.status = FileStatus.error
job.file.error message = "Translation failed after
multiple attempts"
fixed count += 1

if fixed count > 0:
db.commit ()
logger.info (f"VMcnpasneno {fixed count} npobiem c
samaHmaMm")
else:
logger.info ("llpobieM C BamaHusaMy He obHapyxeHo")

except Exception as e:



logger.error (f"Oumbka OpM NPOBEPKE S3aACTPABIMX 3aOaHUN:
exc_info=True)
db.rollback ()
finally:
db.close ()

2.3 OUYUCTKA BPEMEHHBIX ®ANJIOB

async def cleanup expired temp files():
"""YrnangeT BpeMeHHbBle (Qalyel, KOTOPHE He ObBUIM CBAS33AHE C
[I0JIb30BaTEJIeM B TeueHue 24 uyacor."""
db = SessionLocal ()
try:
expiration time = datetime.now(timezone.utc) -
timedelta (hours=24)
expired files = (
db.query (File)
.filter(
File.is temporary == True,
File.created at < expiration time,
File.user id == None,
)
.all()
)

for file in expired files:
logger.info (f"Cleaning up expired temporary file:
{file.original name} (ID: {file.id})")
try:
if os.path.exists(file.file path):
os.remove (file.file path)
logger.info (f"Deleted physical file:
{file.file path}")
db.delete (file)
except OSError as e:
logger.error (f"Error deleting physical file
{file.file path}: {e}")

db.commit ()
logger.info (f"Cleaned up {len(expired files)} expired

temporary file(s).")

except Exception as e:

logger.error (f"Error in cleanup expired temp files task:

exc_info=True)
db.rollback ()
finally:
db.close ()

24 CHUCTEMA NOBTOPHBIX NOMNBITOK

# B BOpkepe o00OpaboTkKM ouepelnu

10
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try:
processor = JobProcessor (db=db, user=user)
await processor.process_ job (job.id)
logger.info (f"Bopkep {worker id} saBepumn samanme {job.id}")
consecutive errors = 0
except Exception as e:
logger.error (f"Oumbka obpaborTkm 3amaHus {job.id} BopkepoMm
{worker id}: {e}", exc_info=True)

# TlpoBepseM KOJIUMUECTBO IMOMNBITOK 3aIaHus
if job.retry count < 3:
# BoszBpamaeM 3aJaHMe B ouepenb IOJIS IIOBTOPHOM IIOMNBITKM
job.retry count += 1
job.status = JobStatus.pending
job.error message = f"Retry {Jjob.retry count}: {str(e)}"
db.commit ()
queue manager.add job(job.id, priority=100 + job.retry count *
10)
logger.info (f"3amanme {job.id} BO3BpameHO B ouepenb (MIONBITKA
{Job.retry count})")
else:
# TlpeBbIIEH JIMMUT TOMBTOK
queue _manager.fail job(job.id, f"Failed after
{Job.retry count} attempts: {str(e)}")
if job.file:
job.file.status = FileStatus.error
job.file.error message = f"Translation failed: {str(e)}"
db.commit ()
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3 CUCTEMA MUT'PAIIUM BA3BI JAHHBIX

3.1 KOH®UTI'YPALIUSA ALEMBIC

# backend/migrations/env.py
from app.database import Base
from app.config import settings

# VMIOoOpTUpyeM BCe MOIEeJIM OJIS aBTOoTeHepaluM MUIPAalluMi

from app.auth.models import User, UserRole, VerificationToken,

PasswordResetToken

from app.subscriptions.models import (
SubscriptionPlan, UserSubscription, UserUsagelimit,
PromoCode, UserPromoCodeUsage,

)

from app.files.models import File

from app.payments.models import Payment

from app.system.models import SystemSetting

from app.translation.models import (
TranslationJob, TranslationBatch, TranslationBlock,

TranslationQueue,

)

target metadata = Base.metadata

def get url():
return settings.DATABASE URL

3.2 IIPUMEP MUI'PALIUU

# backend/migrations/versions/20241227 add file size limits.py
def upgrade () -> None:
op.add column (
"subscription plans",
sa.Column ("max file size mb", sa.Integer(), nullable=True)
)
op.add column (
"subscription plans",
sa.Column ("max total upload size mb", sa.Integer(),
nullable=True),

)

def downgrade () -> None:
op.drop column ("subscription plans", "max total upload size mb")
op.drop column ("subscription plans", "max file size mb")

3.3 KOMAHIbI MUTPALIMIA
# Cos3maHmMe HOBOM MUTPALUMA

docker exec backend alembic revision --autogenerate -m "OnmucahHwe
u3MeHeHum"
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4 PE3EPBHOE KOIITMPOBAHHUE U BOCCTAHOBJIEHHUE

4.1 PE3EPBHOE KOIIMPOBAHUE BA3bl JAHHBIX

#!/bin/bash
# CxpunT IJig CO3IOaHMS PEe3EPBHOM KoUK B]

DATE=$ (date +%Y%m%d %H%M3S)
BACKUP_ DIR="/backups"
DB NAME="umarta translator"

# CospmaHme mamrna 6asel OJaHHBX
docker exec postgres db pg dump -U user -d $DB_NAME >
"$BACKUP_DIR/db_backup_$DATE.sql"

# Cxarue Oskamna
gzip "$BACKUP DIR/db backup SDATE.sqgl"

# Ymanenue crapeix GskanoB (crapme 30 nHew)
find $BACKUP DIR -name "db backup *.sqgl.gz" -mtime +30 -delete

echo "Backup completed: db backup $DATE.sgl.gz"
4.2 PE3EPBHOE KOITUPOBAHUE ®AWNJIOB

#!/bin/bash
# CxkpuNOT IJi9 PEe3EepPBHOTO KONMPOBAHMS MMOJIL30BATENHLCKYX (QAMIIOB

DATE=$ (date +%Y%m%d %H%MS3S)
BACKUP_ DIR="/backups"
FILES DIR="./backend/files"

# CospmaHue apxupBa (QaiIoOB
tar —-czf "SBACKUP DIR/files backup $SDATE.tar.gz" -C "SFILES DIR"

# YmajmeHue CTapexX apxMBOB (GanjioB (cTapme 7 OHEN)
find $BACKUP DIR -name "files backup *.tar.gz" -mtime +7 -delete

echo "Files backup completed: files backup $DATE.tar.gz"
4.3 BOCCTAHOBJIEHUE CUCTEMBI

#!/bin/bash
# CKPMIIT BOCCTAHOBJIEHMSA CHCTEME

BACKUP FILE=S1

if [ -z "$BACKUP_FILE" ]; then
echo "Usage: $0 <backup file.sgl.gz>"
exit 1

fi
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5 MOHUTOPHUHI' CUCTEMbI

5.1 TIIPOBEPKA COCTOSHUSA API

# TlpoBepka 3mO0pOoBLA APT
curl -X GET "http://localhost/api/health"

# OXmMOmaeMell OTBET:
# {"status": "healthy"}

5.2 MOHUTOPHHTI JIOT'OB

# [IpocMOTP JIOTOB BCEX CEPBMCOB
docker-compose logs -f

# TlpocMOTP JIOTOB KOHKPETHOTO CEepBUCAa
docker-compose logs —-f backend
docker-compose logs -f nginx
docker-compose logs —-f db

# OuILTpPalMsg JIOTOB IO YPOBHIO
docker-compose logs backend | grep ERROR
docker-compose logs backend | grep WARNING

5.3 MOHHUTOPHUHI BA3bI JAHHBIX

—-- lNonmxnwueHre Kk PostgreSQOL
-— docker exec -it postgres db psqgl -U user -d umarta translator

—— OCHOBHad CTaTUCTHUKA

SELECT COUNT (*) as total users FROM users;

SELECT COUNT (*) as total files FROM files;

SELECT status, COUNT (*) as count FROM files GROUP BY status;

SELECT COUNT (*) as active jobs FROM translation jobs WHERE status IN
('pending', 'processing'):;

—— [IpoBJjieMHBIE 3alaHMA
SELECT id, status, retry count, error message, created at
FROM translation jobs

WHERE status = 'failed'
ORDER BY created at DESC
LIMIT 10;

—-— BaBucmme Gambl

SELECT id, original name, status, created at, error message
FROM files

WHERE status = 'processing'

AND created_at < NOW () - INTERVAL 'l hour';

—-— CTaTMUCTMKa MCHOJNIb30BaHuda LLM npoRamepoB
SELECT 1llm provider, COUNT (*) as usage_ count

16



FROM files
WHERE 1lm provider IS NOT NULL
GROUP BY 1lm provider;

5.4 MOHMUTOPHUHI OUYEPEJIA MIEPEBO/IOB

-—- CraTmucTMkKa ouepenu

SELECT status, COUNT (*) as count
FROM translation gueue

GROUP BY status;

-- 3BamaHus C BHCOKMM I[IPUOPUTETOM

SELECT tg.*, tj.file id, f.original name

FROM translation queue tg

JOIN translation jobs tj ON tg.job id = tj.id
JOIN files £ ON tj.file id = f.id

WHERE tg.priority < 50

ORDER BY tg.priority;
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6 OBHOBJIEHUE CUCTEMDbI

6.1 IIPOLIENYPA OBHOBJIEHUSA

#!/bin/bash
# CkpuIT OOHOBJIEHMS CHCTEME

echo "Starting system update..."

# 1. CosmaHMe pesepBHOM KONUU
./backup system.sh

# 2. OcTaHOBKA CEPBMUCOB
docker-compose down

# 3. OOHOBJIEHME KOIa
git fetch origin
git checkout main
git pull origin main

# 4. Tlepecbopka KOHTEMHEPOB
docker-compose build

# 5. [puMeHeHMVe MUTPaLNi

docker-compose up -d db

sleep 10

docker-compose run —--rm backend alembic upgrade head

# 6. Banyck OOHOBJIEHHOW CHCTEME
docker-compose up -d

# 7. IlpoBepka 3OOPOBLS CUCTEMEI
sleep 30
curl -f http://localhost/api/health || {
echo "Health check failed! Rolling back..."
docker-compose down
# 3mecks MOXHO HOOABUTL JIOTMKY OTKaTa
exit 1

}

echo "System update completed successfully"

6.2 OTKAT UBMEHEHU

#!/bin/bash
# CKpMIOT OTKATa CHUCTEME

PREVIOUS COMMIT=$1

if [ -z "SPREVIOUS COMMIT" ]; then
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7 YCTPAHEHHUE THUIIOBBIX TPOBJIEM

7.1 IIPOBJEMBI C MIEPEBOJIOM

# ImarHocTuka npobjieM ¢ LLM npoBammepaMu

async def diagnose 1llm issues():
"""TpoRBepsSeT IOOCTYNHOCTL Bcex LLM npoBawvmepor"™"
providers = ["deepseek", "openai", "lmstudio"]
results = {}

for provider name in providers:

try:
provider = get 1llm provider (provider name)
test result = await provider.translate text (
"Hello", "ru", "general"
)
results[provider name] = "OK"
except Exception as e:
results[provider name] = f"Error: {str(e)}"

return results

7.2 IIPOBJEMBI C OUEPEJIBIO

# COpoc szaBucmel ouepenm
def reset stuck queue():
"""COpacelBaeT BCEe 3aBUCLIME 3anaHmMsa B ouepenm"""
db = SessionLocal ()
try:
queue manager = QueueManager (db)
reset count = queue manager.recover stuck jobs (hours ago=1)
logger.info (f"Reset {reset count} stuck jobs")
return reset count
finally:
db.close ()

7.3 TIPOBJEMBI C ®PANJIAMU

# OumcTKa MNOBPEXIEeHHHX (GAaMIoB
#!/bin/bash

echo "Checking for corrupted files..."

# TlpoBepka GamiIoB Ha IMUCKE
find ./backend/files -type f -name "*.docx" -exec file {} \; | grep -v
"Microsoft Word"

# TlpoBepkKa HECOOTBETCTBUS Bl M G0aMjIoBOM CUCTEME
docker exec backend python -c "

from app.database import SessionlLocal

from app.files.models import File
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8 TEXHUYECKAS IOJJEPKKA ITOJIb30BATEJEN

8.1 /IMATHOCTHUKA IPOBJEM IOJIb30BATEJSA

—-— lHbpopmMaLmsa O IIOJIb30OBaATEJIE

SELECT u.*, us.status as subscription status, sp.name as plan name
FROM users u

LEFT JOIN user subscriptions us ON u.id = us.user id AND us.status =
'active'

LEFT JOIN subscription plans sp ON us.plan id = sp.id

WHERE u.email = 'user(@example.com';

—— JcTopusa 0anjoB [IOJIb30BATEJA

SELECT id, original name, status, error message, created at
FROM files

WHERE user id = (SELECT id FROM users WHERE email =
'user@example.com')

ORDER BY created at DESC

LIMIT 20;

—— AKTMBHEIE 3aIaHWUd [IOJIb30BaTeJld

SELECT tj.*, f.original name

FROM translation jobs tj]

JOIN files £ ON tj.file id = f.id

WHERE f.user id = (SELECT id FROM users WHERE email =
'user@example.com')

AND tj.status IN ('pending', 'processing')

ORDER BY tj.created at DESC;

8.2 BOCCTAHOBJIEHUE ®ANJIOB MOJb30OBATEJIA

# TMoBTOpHasa momneTka obpaboTkm bariia
async def retry user file(file id: int):
"""IJORTOPHAA MNONHTKa 00paboTkKM Qania HOJIb30BaTeJd

mwww

db = SessionLocal ()
try:
file = db.query(File) .filter(File.id == file id).first()
if not file:
return {"error": "File not found"}

# Cb6bpoc craryca odanna
file.status = FileStatus.pending
file.error message = None

# Cos3maHMe HOBOTO 3alaHMrd
from app.translation.queue manager import QueueManager

queue manager = QueueManager (db)

# IoBaBjsgeM B oOuepesb C BEHCOKUM NIPUOPUTETOM
queue_manager.add job(file id, priority=10)
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9 METPUKHU U OTYETHOCTD

9.1 EXEJIHEBHBIE METPUKH

—-— CraTmMcTMKa 3a CceromHd

SELECT
COUNT (CASE WHEN status = 'ready' THEN 1 END) as completed files,
COUNT (CASE WHEN status = 'error' THEN 1 END) as failed files,
COUNT (CASE WHEN status = 'processing' THEN 1 END) as
processing files,
COUNT (CASE WHEN status = 'pending' THEN 1 END) as pending files
FROM files
WHERE DATE (created at) = CURRENT DATE;

—— HoBEIE IOJIL30BATEJNU

SELECT COUNT (*) as new_users

FROM users

WHERE DATE (created at) = CURRENT DATE;

—— Jcnonbr30BaHue LLM npoBaumepoB

SELECT 1llm provider, COUNT (*) as usage_ count
FROM files

WHERE DATE (created at) = CURRENT DATE

AND 1lm provider IS NOT NULL

GROUP BY 1llm provider;

9.2 EXEHEJIEJIbHBIE OTYETBHI

—-— CTraTuCTMKa 3a HEeOEeJIo
SELECT
DATE (created at) as date,
COUNT (*) as total files,
COUNT (CASE WHEN status = 'ready' THEN 1 END) as success_rate,
AVG (CASE WHEN translated at IS NOT NULL
THEN EXTRACT (EPOCH FROM (translated at - created at))/60 END)
as avg _processing time minutes
FROM files
WHERE created_at >= CURRENT DATE - INTERVAL '7 days'
GROUP BY DATE (created at)
ORDER BY date;
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10 KOHTAKTBI U 9CKAJIALIUA

10.1 YPOBHU NNOJJEPXKKH

ITognepxkka cucTeMbl OpraHU30BaHa 110 TPEXYPOBHEBON MOJIEIIN:

1. Yposensb 1 - ABTOMaTH4ECKOE BOCCTAHOBJICHHE:
— [InaHMpOBIIMK 3a/a4 3aITyCKAETCA KaXAble S MUHYT Ui IPOBEPKU COCTOSHUS 3a1aHUM;
—  ABTOMaTHYECKH IIE€pe3alyCKarTCs 3aBUCIINE 3a/1aHuUs;

—  BrImonHseTcs 0UnCTKa BpeMEHHBIX (ailsioB.

2. YpoBeHb 2 - MOHUTOPHUHT aAMUHHUCTpATOpA:
—  Amnanus JOroB ¥ MOHUTOPUHT COCTOSIHUSI CUCTEMBI,
— PydHoe BoccTaHOBIIEHHE TPOOIEMHBIX 33JaHUM;

— JluarHoctuka mpo0JeMm mojb30BaTeNei.

3. YpoBensb 3 — Ilognepxka co CTOPOHBI pa3pabOTYHKOB:
—  Hcnpasnenue omumOOK B KOJE;
— OOHOBIIEHHS CUCTEMBI,
— PearupoBanue Ha WMHIUACHTHI, CBSI3aHHBIE C OE30MACHOCTHIO M OTKa3aMHM KPUTHUYECKUX

KOMIIOHCHTOB.

10.2 TIPOLEAYPBI DCKAJIAIIMA

# Kpuruueckas oummbka — HeMeIJileHHas 5CKajlalumusa
if grep -g "CRITICAL" /var/log/umarta/app.log; then
echo "CRITICAL ERROR DETECTED" | mail -s "UMARTA Critical Alert"
admin@company.com
fi

# Brlcokasa HarpyskKa - OpenylpexieHyre

if [ S$(docker stats —--no-stream --format "{{.CPUPerc}}" backend | sed
's/%//') —-gt 80 ]; then

echo "High CPU usage detected" | mail -s "UMARTA Performance
Alert" admin@company.com
fi
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11 3AK/IIOYEHUE

JlaHHas cucremMa MoAIepKKH KU3HEHHOTO IIMKJIa 00eCTIeYrBaeT:
— ABTOMaTHYeCKO€ BOCCTaHOBJIEHHUE MOcIe cOOeB;

— llenTpanu3oBaHHOE JOTUPOBAHUE BCEX OIEPALIUN;

—  PerymnsapHoe pe3epBHOE KONMPOBAaHUE JAHHBIX;

—  MOHHTOPHUHT IPOU3BOAUTENBHOCTH U 310POBbS CUCTEMBI;

—  CTpyKTypHpOBaHHBIH Ipolriecc 0OHOBICHMIA;

—  MHOroypoBHeBYIO IOJACPKKY ITOJIb30BATEICH.

Bce MpoHCCChbl OCHOBAHBI HA PCAJIbHOM KOJAC CUCTCMBbI U TOTOBBI K HCITIOJIb30BAHUIO B IIPOJAKIIICHC.
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